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National security adviser John
Poindexter last week signed a mem-
orandum that gives federal depart-
ments broad new powers to limit

.release of government data and cre-

ates a new “sensitive” classification
to restrict-access to national secu-
rity related information.
The memorandum, signed Nov.
6, is part of the Reagan administra-
tion’s continuing efforts to create
mechanisms, such as stringent_ex-
port controls, to deny cerm—lmlds
of technical and economic nnform_a-
tion to the Soviet l?loc. i
The new measures are being car-
ried out under National Security
Decision Directive 145 of Septem-

ber 1984, a presidential order that_

created a top-level interdepart-
mental group to explore ways,
ranging from telephone scrambling
to data eneryption systems, to bet-
ter protect government informa-
tion.

The government has also been
worried that foreign powers could
acquire valuable information by tap-
ping into both private and govern-
ment complterized data bases that
allow public access. Operators of

such data bases have been inter-.

viewed in recent months by govern-
ment officials about the practicality
of denying access to anyone who
might represent a foreign power.

However, Donald C. Latham, as-
sistant secretary of defense for
communications, command, control
and intelligence, and chairman of
the interdepartmental group, sa[d
that the “sensitive” classification is
meant to deal with that problem by
preventing - the information. from
getting onto the data bases in the
first place. ]

According to Latham, Poindexter
had to approve the definition before
it wer* into effect.

“This was very carefully thought
through with the lawyers and ev-
erybody,” Latham said.

Latham declined to call the “sen-
sitive” category a new level of clas-
sification, instead describing it as an
“information protection mecha-
nism.”
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The memorandum offers “guide-
lines to be considered, not an edict
that must be followed,” said La-
tham, who added that it “should not

inhibit” requests made under the
Freedom of Information Act,
However, the memorandum
grants to the heads of federa| agen-
cies authority to apply the new.
“sensitive” label as they choose.
Information so designated could not
be disseminated outside the govern-
ment. This authority would resem-
ble the powers that the depart-
ments of state and defense now

have to classify data and docy-
ments, but not require exten-
sive physical security measures that

Now must be used with classified

The memorandum also leaves
numerous details to be worked out,

For instance, Latham indicated
that individuals in unauthorized pos~
session of “sensitive” national se-
curity related materials might be
subject to penalties, However, he
would not specify what these might
be. Similarly, it is unclear whether
federal employes who disclose “sen-
sitive” material will be liable to pen-
allties, disciplinary action or dismiss-
al.
The memorandum describes
“sensitive” national security mate-
rial as “those unclassified matters
that are related to the national de-

fense or foreign relations of the
US. government,” including “a
wide range of government or gov-
ernment derived” arenas from eco-
nomics to technology to industry to
finance to agriculture.

“The federal government will
pursue very heavily information
protection both for unclassified sen-
sitive and unclassified sensitive na-
tional security related information,”

* said Diane Fountain, the director of

the information systems directorate
in Latham’s office, in a session
Tuesday night at the Information
Industry Association conference in
New York. ‘

Fountain underlined the national
security community’s concern that
individuals with personal computers
here or overseas could easily access
sensitive material on computer data
bases such as Mead’s Nexis and
Dialog, ‘

U.S. Limits Access to Information.R-elated to National Security

The Air Force has recently com-
pleted a classified report on the top-
ic of data bases that explores such
recommendations as requiring li-
censes for foreigners who want to
access U.S. data bases and thq use
of special software that monitors
national security-related topics in
data bases, Fountain noged. The
government is also exploring steps
to curtail access to the defense re-

lated information in the govern-
ment’s National Technical Informa-
tion Service and the Defense Tech-
nical Information Center.

“There is a very basic need for
government and industry cooper-
ation in this area,” she said. “I don’t
believe the issue is whether. or not
we’re going to protect—the issue is
what we're going to protect and
how.” '

However. Latham said that by
the time sensitive information gets
into a commercial data base, it’s too
late to protect it. Consequently, he
sees the new “sensitive” classifica-
tion as a means to stop the flow of
certain kinds of data into the public
domain.

“If it’s sensitive, it shouldn’t goin
there,” said Latham. “But we’re not
going to be a policeman.”

Still, defense deputy undersec-
retary for trade security policy Ste-
phen Bryen observes that the new
“sensitive”  classification should
make it easier to stop the export of
technical information that could be
used by the Eastern bloc for mili-
tary purposes, :

Larry Simon, professor of con-

stitutional law at the University of

Southern California, said the gov-
ernment is probably within its con-
stitutional authority in applying
such restrictions.

“The way the court has shaped
this area of the law is that the gov-
ernment does have constitutional
powers—very substantial power—
to stop employes from giving out
information,” he said. _

However, he added, that “when-
ever the government allows its own
agencies [other than those con-
cerned with defense] to keep secret
information, that’s very significant.”
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